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2025 top risk concerns by time period

FERFTOV/)OS—URIEUT. BEBROILE. YM/I\—KFLBRITR. TRINI(CIIATRIHD =

FEAFANESENTOET, m
H #s

S®R2FM S 1R1045 W 79/05-

(1 YT BEER

O =:53 NS REOTRLEERONIE

© =xmzrus

(4 e

© v nrevo-us

BE (K=, T, K)

@ =

O rsxvua

Q B DR

D r 550 FpmROERORR

Note: WEF Global Risks Perception Survey 2024-2025
Source: World Economic Forum Global Risks; Marsh McLennan analysis
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Risk interconnections
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Note: WEF Global Risks Perception Survey 2024-2025
Source: World Economic Forum; Marsh McLennan analysis

@D MarshMcLennan

FO—mILIA7HREE 20255
. e . WORLD
JO—-NIIWRISVRERyr—7 i EEEIT v ECONOMIC
FORUM
\___/"
A £ O E 112
HROSHOBE
® .
ERMORNNS SRR
@ R
B o T . BN
ERARDIEE R pasoes, ©@
@
@ . [ =
Ep JEE BB AU T RIS EET N
HBEHHEE #HEolEBt gx-aERE®
[ ] BE IS AOHE .
. BSiE o H AR
EFEMRIEERNE RIECFEREREY - TR
BECYTILE— Y Y DET
P | FREF IF =
d 5 7 sy TOLFA PRI STERE
WS RF LD @ RS L O3 17
AL SAFh - EES
YIS FI— 2 DRE
@ THrsinease el -
2R0 e s P WORS O R L O
ERERFE ®
P s ®
. A HEATE
BRE )
o aE
BT LR



Evolution of top short-term risk concerns over time

2011

Fiscal crises

Climate
change

Geopolitical
conflict

Asset price
collapse

Extreme

energy price
volatility
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2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
Climate
Systematic Systematic Weak climate change . .
. . . . . . . P Infectious Climate
financial financial Fiscal crises Water crises change WMDs mitigation and . " .
. . b diseases action failure
failure failure response adaption
failure
Climate
Water supply Water supply Climate Infectious Extreme Extreme . lchalnge Climate S
. . . mitigation and . . weather
crises crises change diseases weather weather . action failure
adaption events
failure
Biodiversity
., . Fiscal e - WMDs e - Natural Natural Extreme Biodiversity loss and Geoeconomlc
imbalances catastrophes catastrophes weather loss ecosystem confrontation
collapse
Climate Erosion of Failure to
Fiscal Uizt Interstate Involuntary : change : Extreme Biodiversity . mitigate
. under- : A Water crises > Water crises social .
imbalances conflict migration adaption weather loss . climate
employment . cohesion
failure change
e Erosion of
Volatility in . " . . .
Weak climate Critical ICT Weak climate . Weak climate Natural Employment social
energy and Energy price . Natural . L2 .
. change systems change change Water crises Water crises resource and livelihood cohesion and
agricultural shock catastrophes . . "
r—-" response breakdown response response crises crises societal
i polarization
Sources: World Economic Forum, Global Risks Report 2022, 2023, 2024, and 2025
Note: 1. Over the years, the WEF has adjusted the list of global risks and moved risks between categories.

Global Risks Landscape (2011-2025)1

Top 5 global risks in terms of impact
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Adverse outcomes
of Al technologies

AR EIE 59 B E

Adverse outcomes of frontier
technologies
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Sukdiavimo el. laiskas, apsimetant , Amazon” (saskaitos
patvirtinimo apgavysté)

Tema: [Svarbu] Jasy ,Amazon” paskyroje aptikta nejprasta
prieiga

Turinys:
Gerbiamas ,Amazon” klientas,

Deékojame, kad naudojatés ,Amazon” paslaugomis.
Jasy paskyroje aptikome jtartina prisijungimo bandyma.
+ Data: 2024 m. rugséjo 10 d. 14:35 (LST)

+ Vieta: Sanchajus, Kinija

« Irenginys: Windows 10 {(Chrome)

Jei tai nebuvote jus, nedelsdami patikrinkite savo paskyros
sauguma.

Patikrinti paskyra

Jei per 24 valandas neatliksite patikros, saugumo sumetimai
jasy paskyra gali bati laikinai uzblokuota.

~Amazon” saugumo komanda
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Public Service Announcement

FEDERAL BUREAU OF INVESTIGATION

Alert Number: I-120324-PSA
December 3, 2024

Criminals Use Generative Artificial Intelligence to Facilitate
Financial Fraud

The FBI is warning the public that criminals exploit generative artificial intelligence (AI) to
commit fraud on a larger scale which increases the believability of their schemes.
Generative Al reduces the time and effort criminals must expend to deceive their targets.
Generative Al takes what it has learned from examples input by a user and synthesizes
something entirely new based on that information. These tools assist with content
creation and can correct for human errors that might otherwise serve as warning signs of
fraud. The creation or distribution of synthetic content is not inherently illegal; however,
synthetic content can be used to facilitate crimes, such as fraud and extortion.: Since it
can be difficult to identify when content is Al-generated, the FBI is providing the following
examples of how criminals may use generative Al in their fraud schemes to increase
public recognition and scrutiny.

Al-Generated Text

Criminals use Al-generated text to appear believable to a reader in furtherance of social
engineering,? spear phishing,? and financial fraud schemes such as romance, investment,
and other confidence schemes or to overcome common indicators of fraud schemes.

« Criminals use generative Al to create voluminous fictitious social media profiles used
to trick victims into sending money.

« Criminals create messages to send to victims faster allowing them to reach a wider
audience with believable content.

« Criminal use generative Al tools to assist with language translations to limit
grammatical or spelling errors for foreign criminal actors targeting US victims.

« Criminals generate content for fraudulent websites for cryptocurrency investment
fraud and other investment schemes.

B
(KXW %

H 8 Internet Crime Complaint Center (IC3) | Criminals Use Generative Artificial
Intelligence to Facilitate Financial Fraud
https://www.ic3.gov/PSA/2024/PSA241203
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Cyber espionage and warfare

YA /\—]02

EEHE TR

B )\—IBFE(CHT DHESE1E

HE  HREE D 4+ —S AFT [JO—/ULU R THRES
@D MarshMcLennan

HMICTERY bDO -0 MERTo /0> —aERUEE
BRESRAETINZHRAIDLET, REREERENS
BRE

FRI2IRY T RO T 7ZDEEN . BFRRY NI—DI(THT
BigEEIE59 EEEC B \—IEFEHHEMICTFEDIEY
AD - BIXORBRERDZEBERD

BIX(E. TowvwS > IKE
AEEHDIEFE(CEIER

EICEMAIZALNE, PEEES

A II\—HHRATFLNLDEE{LITNE. REDY—T vV S
FF=4)LY TS —DEUMEAA, TF1UFT 0 DL
SIOTHBIV SRFTAICES

X2.27x 83 &, HFEE gD ESR Y -4 -0 TY
1IN =BFROH A/ —tF 1 UF o WERDEKEDY X7 (T3
FIRERENZEF>TVWBDTENDIND,

YA\ LI ICLDNBE L MIBNNDREZERT D T4
IVREBETILMRASN. £5 UILEB MERT/RED
BIDAZREDEEIRA [CEL D TENDEIEEMEN DD,

20244 ]
© 2024 Marsh & McLennan Companies, Inc. All rights reserved.

X2.27

dE-ALT7UA
Jek

Fe7=7
REA7I7
wror

SINSLMT 78

EIBI) R 7R (MRl - AN —RRPH AN —LF 2 TR EDRM

MS%2E@T.HERD

by 710

BICE-TROLAFERELLDTRESTL SDDURZRENT I HY

(X—2>21 v/ /X—2a TO-H— Zv)(TICKDEER)

P FA=7 [ A n*f77«?‘/J
T 1
=23 Ilﬁ E'/:Ifb ESPE ]
I:
" URFZ7, #z2 §W|
/7—7] = I I ‘ ,rmm» l-lb:l 7|~E" 27 f\/ﬁ)—l i - EWET
—— n 7,]'7 ;8 8 | —
. | 7.-7:;7—/ Fooses’ seri=re NIWAYT
‘91-?4 /-r,)”, 185574 x*xji | I ‘au/t"' FUETSRER
1
| i
i | |\,,—,ﬁ,7 IEE S ':7; ) I Y hxrsruosnms
757 HERES :f? ¥ HOITIET 4’1)!/ 79—+ 137 452 ThzIT EAYA
HH * - | —
= 5
H—L—> S e 1/7|~ l A=l Fa=I7”
| 4
|
f—lfﬁ'}? Za—J—FYF
. AV ERYT
uniF-L s e -7 542
f ! I/ | !
I Arrs
‘\yﬁa?m -k ZAVES lR'Ji“/f: AUE JERERY,
i i
A Ib—>
o AR i'f:.? l’\‘#‘/ tv/»ﬁ' ?/:rv F??J?)
‘ | | 1
¥ ] i | I
Nz E T /
Y Sy
L, b7 :/:IEiaﬂlﬁ FAILIYT
14 10£i 20 304t 361
BRREEZIT VRIZH% 2T
] |
0 10
& S
23



Cyber espionage and warfare
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LEARN MORE ABOUT ME

Degree:

Email:

May 16, 2022

Intervies

GUIDANCE ON THE DEMOCRATIC PEOPLE’S REPUBLIC OF KOREA
INFORMATION TECHNOLOGY WORKERS

The U.S. Department of State, the U.S. Department of the Treasury, and the Federal Bureau of
Investigation (FBI) are issuing this advisory for the international community, the private sector, and
the public to warn ofattempts by Democratic People’s Republic of Korea (DPRK, a.k.a. North
Korea) information technology (IT) workers to obtain employment while posing as non-North
Korean nationals. There are reputational risks and the potential for legal consequences, including
sanctions designation under U.S. and United Nations (UN) authorities, for individuals and entities
engaged in or supporting DPRK IT worker-related activity and processing related financial
transactions.

https://ofac.treasury.gov/media/923126/download?inline
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Risk interconnections
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Note: WEF Global Risks Perception Survey 2024-2025
Source: World Economic Forum; Marsh McLennan analysis
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ECONOMIC
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Crime and illicit
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(incl. cyber) DN CNSCRESNLV, RELESHE @if. SlEkn. vR—0O>FU>00E) | REEBIBLUES (B ASE
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(A1 —%EL)

Note: WEF Executive Opinion Survey 2024
Source: World Economic Forum; Marsh McLennan analysis
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Disruptions to a systemically important supply chain
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Number of attacks

2017

2,769

2018 2019 2020 2021 2022 2023

H{ B - Annual number of supply chain cyber attacks U.S. 2023 | Statista
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Disruptions to a systemically important supply chain
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Disruptions to a systemically important supply chain
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Disruptions to a systemically important supply chain
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Crime and illicit economic activity (incl. cyber)
LEREAELGFEFRTE

« BAN-IRE(GF. Ry MECFEULTCWDREOY -—EXZFRAIDLET, BT ZENTEFT.
« Ffe. 2019F(SHFE SN, Evil CorpDX SIS, AT« R, 85, Kk, BAELEZRAL. ESRUESNZILTHERBES <FELTVLET.

Bl A 155 / PI DINF S )L IEEERE
Credential Thieves
‘—> 4 Ransomware-As-A-Service
i / Sell

O

)LD 7 / Malware LI T 7 / Malware

IO T RS
Malware Developer ;E.a:.-. / Manage
.

..U El - QQH £

Z#E / Hacker WES
/ Victims

RaaSEEH
/ RaaS Operator

{24 / Provide ‘_‘
d>Y)L / Consulting
B®%® / money laundering

@2 MarshMcLennan © 2024 Marsh & McLennan Companies, Inc. Al rights reserved. 32



1 (4) ZINSYRIANCHLICDWNT




F&H: FEAM>1—-<¢LTOUHAM/)I\—tF1 V51

& HREFIA —SLTOARERREICELD L. 581 0FRICENWTTEDLSRIMEERY R I DIFRMESSNET .

v AIDHKEARICELD. BSHEHRERTS. A I ORABICLDIBIBWRNRMNT DFICLDIRBIYRIPLELIT—SI3 VDIET
v BFICE1-YDERICLDIBSDEIAL. CNICKDIEHRBERY I DIEX
v PERBEERTENS AN\ LRETNICLDZIYTSAFI—2DEE

¢ HET. EREAROHEBDXDIBTFEOEME. AIDFKEICLD T4 v 2T DIUET « —T T 1A UDERREYA
IN—BFEDOZHIL L AHDIENM, EEBHERE -\ TZAZTEEL L TLET,

& CNSDEREFE. FMFTED LITOE/ - MIFRAL DR, BRNBRZEIZSIaREENSHDDHT.
& AT, KRIERA 22T MMIBNTE HAEDTECLDERMEDEAREHZNE T,

—~—————

&[G IE R EREFN D XD DR ETREIEDEED

@ Marsh 34



ERAIDBIRES
YA N~ 1UF A DR BOFHENE 545 SRS
o REAUOURITFVINSTA—PURITREIA MIEIRTHD, ZENNISHBULTVBELSICRAS.
- BANARBRICBEVWTE YRIF ST CEDEEAITEITIIRL FPEHDEDEEALLZOTLD,

- FEOBAE HSOEHEELFEIRIZANELIENSL FEIGUFYNST1ZESE VI TRICRDN'S
- TORHEBEDRBFE TICREREINNINSIEN'ZL ZOM(CHBICHILEHD.

« UEDOT, I UEEEMIEIOVAIZEICBELTVS

MIABA, BHOEELBRICHTIEF 2 74 —FKR
- AT BEBOUAN-UZINOBRENEVEETEZ RER BARNLL) OBE TN A, WA, KROSZ) ORE
@L\ 9 LT LTS B : . 09
FEEO7E. TE1UT4 —ECEE BIELRED - AARENE - :
https://www.nikkei.com/article/DGXZQOUC163010W5A110C200000 : \
0/?msockid=1adbfe7834c86b2a27c6ebe935b46a50 RSEAL TR pEoBATy

HBORMIZH D
481

681090

» 5 2 BTEEAOEMIEDLHD. BHENRAY MRBHLET,

@ Marsh 35



Part2 REEEHEHA RITYVI [BAN-DRIIRIA
> hOEIEE] HSFMR

(1) YA)I\—URIIXZA> hDIREFICDONT
(2) Bz D CZMBEDOKRE
(3) YRIIT7AF>2REULUTDHAIN—RIRDIIR



R EF

2000

T —
DiamondHorvard Busins
b4
. A )
FAFIAL

Kaes A=AV ol

UL
TR TERS!

U'Hi& LI

@2 Marsh

SE S

2005

ERMEOHFERBRADT ML)

a8

EYRERUL

T @13SLA BRO GRS ]
BB ABREL N S—2R |
SiteEa &tz b
AR RO RS I RASP

2003

¥7707+sb

ARBEOLICLTEENIOD

IARUP Y AT A1 Y R~ BHBF

Bl
[#li% | RED
HEEMSL!

2008

Kidiinont

RAERRERB7T OO0

B e Sl
PRER GEN2 L SAEE S

2003

2012

TARYT S 2T D24~

R!E*ﬂ!ﬂ:
ﬂhtﬁ‘-:f‘d)tl‘?

IIW.IL'A“.WI(

mnes
!'I-..-m AVEGS] Q

srmarmane rw saimoae

AIN—NAT
! <32
L

ﬂﬁéw‘-ﬂ‘i—-uzﬁﬂxi* il

Wik - EWE e
TR TS -

CYBER RISK
JANAGEMENT

copyright © 2024 Marsh Japan Ltd. All rights reserved.



[YAIN-URIIRI A PDIBEE 1DIERK

I F1E L AN—YRY
AniiE Y4 N—-UZIIRT A MIERHEDEE A=t
P oiEfE €
2 ﬂﬁi.!fﬂ‘“l"!.’;—u;};!gi:}*?'ﬂﬂ
% :
$B2E Ay .
# YAN-URI% %E&Oiﬁi% lﬁ # B S
Readiness Ra3t (SeMd) M= S A DEA L ianosen

V

X3t - €18

Response & Recovery

' [ g5 )

= -BHEMLE Wk ERBS1E
Refinement ~ J anaw
Recurrence Prevention - N
T—2AAAT4—
. J

@ Marsh copyright © 2024 Marsh Japan Ltd. All rights reserved.



VI :

| KM M . =

h R L € G mee

Nl LI | g nii =i EEE
¥Pm AL & {1 ERaoaT
Ulp mE AN AR e
RAD N X R

|  ®XS »E NE LT
A En¥ R my sssaanss
Ean KQ =i ¥ maen TEER Sewas

- #yo yw &0 et
DS Th IR IS

EXE 4D 1 e e
HOH 50 Vi it
8 SR LUK i g
NSE N g BT
PHe HH INe R

.
H
L]
£
~

126]

D e

BRI BRI - e

Pt REG RS s e’ SRR "o sl
i

£
¥
4
E
%
g1
=
:
£
T
H
e ] |

WAL PR
4.,,..5 BN
e ¢ ERE

> ﬁ B D

T I ST e O L
Cn | memiaams tomsoiine M . ﬁﬁ_ S SR )
Bt i T e -} m—m i mﬁm Af\m WA. ﬂE R bkt i
B 1 11 14 I} 20
ﬁ O R % =1 u
oS T T o § A
m | e b S| S 1
L] 8 [ S i s o
¥ ..T. R A e T Al
@ _-1 [~ ~, o
H e r T R R W w
P DI M e e -
=] \ﬂ- PR G T S m
=
| 48 L6 i
e N
i Prtopinihrinam | T g B
. w - L s e _‘,L_ N = o 2
" .El R L Rt Wb M B R i e
Tl T et .
& R T WSRO R W e T a——
i CHNLIEMAEN G Btk ey AT hToare Pzt .
s o | Pt VUM ) SRNE GG Tt
RIS W DG A BEELE LR S B Tk i
..._...m [ - G WL SR A B
..-ﬂ e alfd H-ACHETENY BT Wb Toale % Pyt
B REREATO Al L RSO RSTEE T
E L Ll T R e i
= EE v ”r.,m,._ﬂ_wan ﬂ Lo Erm iR AT &_ [l
7 eyl P T fA 4 oo ogF BUGE
- g “.\ = “.-h._cmﬂ! vl i LA B ﬁuu RS FECHEE
t_ﬂ L w1 B AN RARTA S - W
£3 m t/ Eﬁ_l,._.:x.i ,_w-n G e ear ANEEEN CoR GRS A_I .Qs-.ﬂ..unt
3 g b ety . oy T = SRy ¥ AL il < n
2 5 9 SE At St T Jemes
- T SR L o RSB LA BRG] el R
= m. .\b I =} _Eqmiﬂt. e At O iR R E S He AT
] 0 3 Mi Flichr— GBS P e BT B T T
ol i it S W LAl e AL WBIC AR B NMEE
l i AT BT b e R SRR sty —H
HE simarms 02 - Epirhe il S IRV
A S Gl i o=
< e W M W Wbz T
S
B ﬁ BRI M.n ahd oW R SR
Y MRS T BRND AN S b g
% M@ soSkRLE N TRER | W e
Y 5 ¥ i el
- A b L m_ Al - D it = um_-l.rx._,ﬂ h.
7 A I (A | Faex A L
.ﬁ/ — Gl
= A0 :
BRE -,
} _
4 B |
-

H

:

L]

4

]
SOl EMICE B L
T

EENEBIRICE DY A N-URIIRIAY M

=P ATLIAE)- | ] H
i

&

5

h

- DR T ._._1 W Gl T
w Sﬂ [T T [ e L
- AT ol L Sl v TS
' o BED M| mmm e
H e s TRT OB | et cusnemaT an
- W T Ta H 4l e EE
- 1 s e Lol mEA MCER
= e SRR

39

He B TSR 108248

@ Marsh



BN BRTORO
KA el

40



High Profile Cyber Attacks on the Rise

Pl

lllustrative

Legend: Impact Impact TBD @ r\ o .
{\_I\' LA DOW JONES JPMORGA\ \lb
ffj Heartland CHASE & Co. N y
Massive American 76M
business hack = L
160M i \/
RasGas 145M 80M -E\m’,"{l‘ ‘ ‘ Marrlo‘lt
Mtjuuwumﬁ.u. Heq rt'qnd oromco ”’ -&.&:—” ’,'l-—--'-..s 383 M
- [«‘ PAYMENT SYSTEMS™ ~30.000 ’ ~
94M 140M computers
N &
2MM litary ra
Ay Eory -@OTARGET 77’  Citikns
facebook. oM +110M e
ll\\L(I)JK(\?" 80M 77M |IM0
‘> \
'BNY MELLON Zapp;_gg.@ F o 1 @ () Empir\g T3
P Lif s
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Heartland was at the centerof In 2011, 760 companies were

one of the biggest credit card
scams in history, resulting in
payments to VISA, Amex, and
other credit cards

In 2013, JP Morgan Chase &
hacked, including several financial Co was compromised by a cyber
services firms such as the Dow attack which ultimately gained
Jones, Heartland, and Euronet, access to administrative rights
Wells Fargo, and others

HiB8: Industry, press. Oliver Wyman analysis
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In 2016, the Bangladesh Bank
heist saw hackers walk away with
81M due to falsified payments. The
intended sum was 1BN

, Marriott disclosed a
breach of the Starwood Preferred
Guest account system (which
Marriott acquired in 2016). Initial
reports estimated the affected
records at over 500M however
following additional investigation
these estimates were reduced to
383M
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Model Breakdown :EED7r—X
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e Typical, expected revenues

e Impaired revenues during periods of system outage
and extended period of business recovery

Gross Cyber-Impacted Revenue

Cyber-exposed
revenue

| \
m— Revenue -
I

Non-cyber
exposed revenue

l I |

Period of attack and Period and rate of partial Period and rate of

outage detection system restoration extended recovery
Period of system * Extra expense considerations

restoration not depicted

BAN-BRIEECEAMEEEZSRIGE . EERIIDHEEDHS. 2y NI —I8—EXMKIFL TS EEDUREEDEBS) o
TNUC(E, FRERICEDUNBEDELEFZFNER A

BAN—ARD MIFEEUAE, BREA> ST NI ERIAL. MEBREEEE R B EOEFZHELE T,
ST LT IVT—2a N EFEIRT . BEGEECSU NS 2EHH I Bz, —EESFTEIALET.

ZNIHEE. 2EROP TROEEVEIBERNET ., EIREARIE(F. BENTRIRIRETTRERIREE NS TR (TIREETTRERMIRRE I(C
EIHT 2 TICEIBHARIDCE T,

49



BARICRITDIREDSEHITIHS
IEHE3ERIN90% T DSCINEE (X H =2

2. FRMMEERITEETEESNLEEES (5E)

o FEMEZIKIC, INFTOLFIVT HIROBED, FICEFEZEISEPFRORIRZ
Ehti 9 2FOEEZERL TLSTEZEDOSEFIELATOESD,

VTP SR hSEHL TV RO P TISICEETASERAY M AR

HAN-IE(CU €, ZERENSZERBL CLBXERODS, IFmMZER* U LZIREADOITIINA T,
ABIHG, RO SR AEOER R TR INSM Y MEIBL, midUk.

« TS F 12Oy NI B R ORZ TR (IPSHETAIDEESOIRA - JOvITESLD
a8l (DO TLDD, RACEOIEGR > MIGLDY)

OOl o Ry RO OO ORESTED RO TURLD, SEEHE (RS TEOE =a0iEkaFaIL
TUVRIBSCEZEIRZLN 290 (VE—RMNEE. VPNES. I3 NERaSD) &

it bl - VS Office s BARIE, VORI TIS), FHTEBEBAEL TR,

Sz 0= - BT S F IS OEBMEIEUSESONBFRIIARINTLSD,
%1 A 25—y NERICHI BB HOBAPRIOEMSIC LR ET IR

HEE : SC3 20224E3A31H KWEHHEDHT-WHRWG YT5AF1—JICHBIFIHAN\—tF 1T 5ERD5816ICDNT
https://www.ipa.go.jp/security/sc3/activities/kougekiwG/




Y1 N-tF+1V713RERE

Impact

@ Marsh

FIXRABENE—

B fIZPRERED
SRR ZEAE

B g@((((

- Bl

Z
W AR - HER

7’

7’

B 1) \—URT(ETAIV]

DRIES

R )

/
/}Ehf

HRURYD

m |3k
|

BRI BIR

I THA)\—

uﬁ—/ \

RO
KI5

B AR - Bk

Copyright © 2022 JCIC All Rights Reserved.

Probability

H#8 : JCIC Report



Marsh Cyber Risk Self Assessment xzizAppendixz=sH3
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@ MARSH  Cyber Self-Assessment

Cyber Self. Dashboard for ABCD Comr ications

Benefits - Output:

+ Cyber Insurance application >Y4//\—{RROHIALIZE (L. EFIAEFEDH éﬁg (E
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(& (= X% (%
13 PROTECTION 14 EVENT 15. PCI SUPPLEMENT 16. CATALYST 17 HIPAA 18. NEW
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Scottsdale Inc (Demo)’s Overall Maturity Rating .
i ; ’ Top Cybersecurity Controls

‘Show Maturity Rating Koy > 5 How did Scottsdale Limited score?
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. : . . Recovery /1.110 1.8
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e — [« Training /1110 1.2,21 1022, 26 ] 5
"""""""""" n Hardening including Remote Deskt (RDP)mitigation  Secure configuration/1.1,2.1 |
Governance /10.1ta 10.2
End-of-life systems replaced or protected Protection Capabilities/ 6.1 _
[ 12 chainriskt Govemance / 11.110 1.3, 12110122 ]
0L = ____ . | L . .
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Marsh Cyber Risk Quantification ® Blueli] Cyber
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Cyber Insurance Decision Support Overview Severity Analysis

ST ICHERR
‘ o Model last run on: Jan 6th, 2023, 10:26:40 AM CST

UZOERT EO5EE
Likelihood by Event Type © 3

The likelihood c‘_ét:éf'erci"o 1 or more cyber eventsin

the next year

S ADT PRND
AL : HIHEA
CEBLUBEAESD
15.90%
| _ S YLD T PO
IZILILY : B R ENEA
& - BEQE - BT SFEN
AUVIGEAE - BEIE
REAEED

B Ransomware Cyber 8l [l Privacy Breach

Please note: Cyber Bl and Privacy Breach are not inclusive of Ransomware events
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Program Optimization Modeling Inputs

View Program Details USD Currency v
URIBRT & DFFERE
Cost by Event Type Ty 3 Total Loss Potential 3
L 4 REHFEER * = =
Expectad non-zero event costs for each - 3 i
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Cyber Peer Benchmarking of Key Controls / Peer&®dKey ControlL N\)LLEE:
.+ 1200 FO—JUAEET & (0, HREEERASREDREOBZRRDLENTEETT.

ﬁ Industry
Other
Response Overview

131 CSA Response

6 81 42 2

. Questions where your
responses were better than
your peers.

Questions where your
responses were same as your
peers.

Questions where your
responses were worse than
your peers.

Questions where there was
not enough data to generate a
reliable peer comparison.

& Marsh

No.

10

1"

12

@ Revenue
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Key Controls

MFA controlled access for remote access & admin /
privileged access

Endpoint Detection and Response (EDR)
Secured, encrypted and tested backups

Privileged Access Management (PAM)

Email filtering and web security

Patch management and vulnerability management
Cyber Incident Response planning and testing

Cybersecurity awareness training and phishing testing

Hardening techniques, including Remote Desktop
Protocol (RDP) mitigation

Logging & Monitoring / Network Protections
End-of-life systems replaced or protected

Vendor / Digital Supply Chain Risk Management

Better Than Peers

- 0%

3%

11%

- 0%

- 0%

- 0%

6%

- 0%

- 0%

- 0%

B

- 0%

Region

United States of America

Same as Peers

70%

71%

47%

72%

50%

14%

40%

100%

100%

75%

50%

66%

Worse Than Peers

20%

25%

1%

22%

50%

71%

53%

0%

0%

25%

0%

33%

Not enough Data

10%

- 0%

- 0%

5%

- 0%

14%

- 0%

- 0%

- 0%

- 0%

- 0%

- 0%
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